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a b s t r a c t
In this paper, a color-image-dedicated reversible data hiding (RDH) algorithm is proposed to improve
embedding performance by applying a guided filtering predictor and an adaptive prediction-error expansion (PEE) scheme. PEE-based RDH methods can be mainly separated into two stages for each channel
embedding, i.e., pixel prediction and prediction-error histogram (PEH) modification. In our work, the
inter-channel correlation is exploited at all stages of prediction and modification. Specifically, for predicting the pixels in the current channel with the guidance of pixels from other channels, a linear transform
model from reference channels to the current channel is established and its coefficients are determined
by the Laplacian minimization criterion. Then, to modify the PEH, an adaptive PEE embedding scheme is
conducted by seeking the optimal parameters of the embedding bins and the complexity threshold to
minimize distortion. The experimental results demonstrate the proposed method has better performance
than the state-of-the-art, color-image RDH methods.
Ó 2017 Elsevier Inc. All rights reserved.

1. Introduction
Reversible data hiding (RDH) is a technique that is used to
embed secret data into a cover image in an imperceptible way,
and in the extraction procedure, to losslessly recover the embedded data and the original cover image from the marked image.
Unlike the traditional data hiding technique, the cover images
can be restored completely without any external information.
And due to the reversibility of the cover image and the high similarity of the marked and cover images, malicious attacks can be
avoided in the transition. Currently, RDH is being used extensively
in many applications, such as the transmission of military, medical,
and forensic images.
According to the framework of embedding strategy, RDH methods can be mainly grouped into following four categories: lossless
compression based methods, difference expansion (DE) based
methods, histogram modification based methods and predictionerror expansion (PEE) based methods.
The lossless compression based RDH was firstly proposed by
Fridrich et al. [1], where a proper bit-plane with the minimum
redundancy was compressed. However, due to the weak correlation within a bit-plane, it’s difficult to provide a high capacity
and low-distortion performance. Recently, Qin et al. [2] proposed
q
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an improved vector quantization method to compress images by
using mapping optimization. Zhang et al. [3] combined various
existing techniques with the recursive compression to achieve
the rate-distortion bound.
DE was firstly proposed by Tian [4], where the redundancy was
explored to achieve a high-capacity and low-distortion RDH
approach by expanding the difference between the two neighboring pixels of pixel pairs. Later on, the expansion technique has been
widely developed, such as generalized integer transform based [5]
and simplified location map based DE methods [6].
The first histogram modification based method was proposed
by Ni et al. [7], where the zero or the minimum point of the intensity histogram of an image was utilized and slightly modified to
embed data into the image. Then, an interpolation technique based
histogram modification method was proposed by Luo et al. [8] to
improve the embedding performance, where the embedding
manipulation was imposed on the prediction-error histogram
rather than the intensity histogram directly.
Recently, PEE-based RDH methods, which can be regarded as an
extension of both DE methods and methods based on the modification of histograms, have attracted the attention of RDH researchers. The first PEE-based RDH method was proposed by Thodi and
Rodriguez [9], and they used the prediction error in PEE for expansion embedding instead of the difference value in DE. Unlike DE,
which merely considered the correlation between two adjacent
pixels, PEE uses a larger range of neighborhood for computing
the local correlation. Following [9], two aspects of improvements
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have been developed in recent years. On one hand, many embedding schemes were proposed such as double-layered embedding
[10], adaptive embedding according to the local complexity of tobe-embedded pixels [11], two-dimensional difference-histogram
modification [12], two-dimensional pairwise prediction-error
modification [13], general multiple histogram modification [14],
and recently proposed pixel-value-ordering technique incorporated two-dimensional pairwise prediction-error expansion [15],
etc. On the other hand, some PEE methods exploited advanced prediction techniques, including inpainting-assisted predictor [16],
local edge sensing predictor [17], etc., to generate a steeper
prediction-error histogram.
All of the above-mentioned publications have demonstrated the
extensive development of RDH research, but most existing
methods were designed for gray-scale images, with relatively few
methods being dedicated to color images. Although all existing
gray-scale RDH methods can be used directly on color images by
separating the secret message into three equal segments and
embedding each segment individually, channel by channel.
However, due to the lack of knowledge about strong correlations
among channels, a simple transplant from gray-scale images to
color images definitely cannot reach their optimal embedding
bound, and, intuitively, the embedding performance of a dedicated
color RDH method ought to be better than the common methods.
To exploit the correlations between each channel, a few color
image RDH methods were proposed. Yang et al. [18] developed
an integrated RDH method to achieve small prediction-errors in
the color difference domain for color filter array mosaic images.
Tseng et al. [19] proposed a clustering-based histogram modification method to embed secret message in the cover color image
reversibly. Li et al. [20] proposed to improve the prediction accuracy by using the similar edge structures between different channels. Recently, the state-of-the-art color image RDH algorithm
[21] was proposed to improve the embedding performance by
using the strategy of channel-dependent payload partition and
adaptive embedding. However, all existing proposed algorithms
still do not sufficiently exploit the inter-channel correlations, especially in the procedure of prediction. There is still a lot of work to
be done in order to exploit these correlations further.
In this paper, a guided filtering based RDH algorithm dedicated
to color images is proposed to further exploit the correlation
among each channel and improve the embedding performance
through more precise prediction and through the use of an adaptive PEE scheme. Specifically, existing PEE methods mainly predict
the values by a channel-independent predictor; however, in our
work, the predictor is improved by a modified guided filtering predictor, which sets the other two channels as the guidance for linear
model regression. In addition, in the procedure of payload partition, a simple and efficient payload partition scheme is proposed
to adaptively assign the capacities for each channel according to
the sharpness of their corresponding prediction-error histograms.
The rest of paper is organized as follows. Section 2 introduces
the general framework of adaptive PEE, which is employed in our
method and extended to the strategy for color images. Section 3
describes the core algorithm of guided filtering and extend it to
inter-channel guided filtering predictor. Section 4 introduces the
implementations of the proposed embedding and extraction methods. Section 5 shows the experimental results and finally, Section 6
concludes this paper.
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of the gray-scale image AO-PEE embedding procedure, which can
be mainly divided into two steps:
2.1. Step 1: Generation of a prediction-error histogram
First, the pixels to be embedding in the cover image must be
determined. In our algorithm, we apply double-layer rhombus
embedding scheme, which was first proposed by Sachnev et al.
[10]. Specifically, the cover image is divided into two parts denoted
by white and black bricks as shown in Fig. 1, and half of the message is embedded into white pixels for first-layer embedding; for
second-layer embedding, the other half of the message is embedded into black pixels. Due to the similarity of the embedding for
each layer, here, we take the first-layer embedding for example.
Based on this scheme, we collect a one-dimensional sequence,
denoted by {Ik, k = 1, 2, . . . , K}, from the white pixels with a scanning order from left to right and from top to bottom. Note that K
is the total number of collected pixels.
Next, a predictor is used to predict each white pixel according to
its neighboring black pixels and their corresponding prediction values are denoted by {bI k , k = 1, 2, . . . , K}. Most existing algorithms
apply a simple rhombus predictor, i.e., averaging the four nearest
neighbors of Ik, to obtain bI k . Then their corresponding predictionerrors are calculated by

n
o
fek ; k ¼ 1; 2; . . . ; Kg ¼ Ik  bbI k c; k ¼ 1; 2; . . . ; K

ð1Þ

where b c indicates a round down operation. Therefore, a
prediction-error histogram (PEH) function h is generated by counting the distribution of each ek.
2.2. Step 2: Embedding the message by the AO-PEE scheme
After the generation of PEH, message is embedded by modifying
PEH. To better exploit the redundancy of the image, in many existing PEE methods, such as [14,21], various local complexity measurements were computed for each Ik according to its
neighboring context. Here, without loss of generality, each specific
measurement is collectively denoted by Ck. Then, once a pixel Ik
whose corresponding complexity Ck is greater than or equal to a
predefined threshold, denoted by T, has been identified, its value
remains unchanged. If pixel Ik satisfies Ck < T, its value will be processed by modifying its corresponding prediction-error, ek, as

8
ek
>
>
>
>
>
>
< ek þ w
e0k ¼ ek  w
>
>
>
ek þ 1
>
>
>
:
ek  1

if a < ek < b
if ek ¼ b
if ek ¼ a

ð2Þ

if ek > b
if ek < a

2. General framework for adaptive PEE
In this paper, we employ an improved PEE method combined
with adaptive embedding and the selection of optimal expansion
bins to embed a secret message, and the improved method was
referred to as AO-PEE in [14]. Now, we present a brief description

Fig. 1. Double layer rhombus embedding scheme. First layer embedding: one half
message is embedded into white pixels, and second layer embedding: another half
message is embedded into color pixels. For each layer embedding, the scan order is
from left to right and from top to bottom.
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where w denotes the to-be-embedded binary message bit that is
equal to 0 or 1, and a and b denote the left and right embedding bins
in PEH, respectively, for embedding the message. Note that to avoid
confusing with h, the newly-generated PEH, that includes all of the
pixels with Ck < T, is denoted by hT. The marked pixel of Ik, denoted
by Ik’, is generated by the sum of bI k and ek’, where the complexity
threshold T and embedding bins a and b are three parameters for
optimization. A recursive search scheme can be executed to determine when minimal distortion occurs with a given embedding
capacity. The total distortion with a fixed parameter group {a, b,
T} in the embedding procedure can be approximately estimated as

Dða; b; TÞ 

X

hT ðek Þ þ

ek <a

X
ek

1
hT ðek Þ þ ðhT ðaÞ þ hT ðbÞÞ
2
>b

ð3Þ

Consequently, the optimization problem is transferred to the
following minimization problem,



minimize Dða; b; TÞ

ð4Þ

subject to ðhT ðaÞ þ hT ðbÞÞ P C

where C is the embedding capacity for the embedding of each layer.

To extract the message and restore the cover image losslessly,
first, the prediction bI k of marked pixel Ik’ is determined by the same
predictor used in the embedding procedure, and, thus, the marked
prediction error, ek0 , is the difference between Ik0 and bI k . Then, for
each ek0 that has a corresponding complexity that is smaller than
T, the original prediction-error is recovered by

8 0
if a 6 e0k 6 b
>
< ek
0
ek ¼ ek  1 if e0k > b
>
: 0
ek þ 1 if e0k < a

ð5Þ

Next, the embedded data bit can be extracted as w = 1 if
ek0 2 {a  1, b + 1} or as w = 0, if ek0 2 {a, b}. The cover pixel can be
restored according to Ik = bI k + ek. To this point, we have briefly
introduced the framework of AO-PEE in the embedding and extraction processes. Fig. 2 shows a schematic of PEH modification for the
AO-PEE scheme, where (a) is the original PEH with a complexity
threshold T, and (b) is the modified PEH after the message has been
embedded.
For the color image RDH, intuitively, we can directly transplant
any common image RDH methods into the color image RDH by

Fig. 2. A schematic of PEH modification for the AO-PEE scheme. (a) Original PEH hT, and (b) corresponding modified hT.
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Fig. 3. Diagram of the color image RDH scheme by a simple transplant from common image RDH algorithm.
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simply embedding the message into each channel independently,
as shown in Fig. 3, in which the entire message is divided equally
into six parts, and the cover image in each channel is divided into
cover and reference pixels, both of which are denoted by their corresponding color blocks in Fig. 3, such as R1 and R2 for first layer of
red channel embedding. However, a dedicated color-image RDH
algorithm, which uses the correlation between each color channel,
undoubtedly will improve the embedding efficiency. In our work,
inspired by the guided-filtering technique [22], AO-PEE is extended
for color image RDH. All existing color-image RDH algorithms
mainly improve the performance by using the inter-channel correlation in the embedding process. However, in our work, this correlation is utilized in both the prediction and embedding processes.
In addition, the previous methods usually consider the prediction
of pixels and the measurement of complexity as two separate
steps, while in our method, the latter is implemented in the former
step without any extra computational procedure. Fig. 4 shows a
diagram of the proposed color-image RDH algorithm. In the diagram, the entire message is divided adaptively into six segments,
and each cover pixel is predicted according to all of the corresponding reference pixels from the current channel and from two

other color channels by using a guided filtering predictor, which
will be interpreted in next section. Note that, in both Figs. 3 and
4, the original reference pixels are replaced by the marked pixels,
which are denoted by a prime, i.e., ‘‘ 0 ‘‘, if they have already been
embedded with the message.
3. Guided filtering predictor
The guided filter (GF), proposed by He et al. [22], is an edgepreserving filter that can be used as an alternative to the
extensively-used bilateral filter. The most proficient feature of
the GF is that the computing time is independent of the size of
the filter. The efficiency of the GF has been demonstrated in many
applications, such as image de-hazing and detail enhancement.
Recently, the GF also has been used in camera filter array (CFA)
interpolation techniques [23,24]. In this paper, inspired by [23],
we use the guided filter to predict the current channel with the
assist of the other two color channels, which allow us to further
exploit the high correlation among the color channels. Different
with [23], in reversible data hiding, we usually embed the secret
message into each channel one by one, following our pre-
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Fig. 4. Diagram of the proposed color image RDH scheme by using guided filtering predictor and adaptive payload partition.
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designated order. Thus, for each embedding, there are always two
spare channels that can be treated as reference channels to predict
the pixels in the to-be-embedded channel.
The main idea of the proposed method is to improve the precision of the prediction using channel-dependent guided filtering.
Now, we will extend GF to the mode of predicting one channel
by using the other two reference channels. For ease of description
and for example, take the prediction of R1 with the guidance of R2,
G1, G2, B1, and B2, as shown in Fig. 4. The key assumption of the
guided filter is a local linear model between the guidance (here,
the G and B channels) and the filtering output (here, the R channel).
Assume that the pixel R^i;j is a linear transform of Gi,j and Bi,j in a
local window xm,n, centered at the pixel position of (m, n), as

R^i;j ¼ a1m;n Gi;j þ a2m;n Bi;j þ bm;n

8i;j 2 xm;n

ð6Þ

where {a1m,n, a2m,n, bm,n} are the linear coefficients assumed to be
constant in the window xm,n, and suffix (i, j) is a pixel postion. In
our experiments, we empirically set 7  7 as the window size. To
determine the optimal {a1m,n, a2m,n, bm,n} in each window, we apply
the Laplacian minimization criterion to construct the cost function
and minimize it. The cost function J is defined as

Jða1m;n ; a2m;n Þ ¼
¼

X
i;j2xm;n

X

i;j2xm;n

¼

X

i;j2xm;n

e ðRi;j  a1m;n Gi;j  a2m;n Bi;j  b ÞÞ
ðM i;j D
m;n

2

2

e ðM i;j Gi;j Þ  a2m;n D
e ðM i;j Bi;j ÞÞ
e ðM i;j Ri;j Þ  a1m;n D
ðD
2

e G2i;j  a2m;n D
e B2i;j Þ
e R2i;j  a1m;n D
ðD

ð7Þ

where Mi,j is a binary mask at the pixel position of (i, j), which
equals one or zero according to the pixels belongs to R2 or R1, and
e is a modified Laplacian operation, which is defined as
D

2

3
1 0 1
6
e ¼4 0 4 0 7
D
5
1 0 1

ð8Þ

Observed from (7), to minimize the cost function J has transferred to the following linear regression problem.

h
e R2 ¼ D
e G2
D

e B2
D

i

a1m;n
a2m;n


ð9Þ

e R2 , D
e G2 , and D
e B2 are the Laplacian filtered array pixels from
where D
R2, G2, and B2, respectively, in the window xm,n. Note that the size of

e R2 is 1  25 or 1  24, which is approximately half the pixels in
D

xm,n, except for some border occasions, where the window is a

size-reduced rectangle. According to the basic solve for linear
regression equation, the linear coefficients {a1m,n, a2m,n} can be estimated as



 h
iT h
i1 h
iT
a1m;n
e R2
e
e
e
e G2 D
e B2 D
e
¼
D G2 D B2
D G2 D B2
D
a2m;n
2

P

e

i;j2xm;n ð D G2i;j Þ

¼ 4P

2

e

e

i;j2xm;n ð D G2i;j D B2i;j Þ

2P

i;j2xm;n
4 P

e R2i;j Þ
e G2i;j D
ðD
e

e

i;j2xm;n ð D B2i;j D R2i;j Þ

P

e

e

i;j2xm;n ð D G2i;j D B2i;j Þ

P
3

e

i;j2xm;n ð D R2i;j Þ

2

31
5

ð10Þ

5

Thus far, we have derived the equations how to seek optimal
{a1m,n, a2m,n} from window xm,n. Although the DC component bm,
n does not affect the calculation of high frequency energy, we
determine the bm,n by averaging the residual between R2 and
ða1m;n G2 þ a2m;n B2 Þ in the window:

bm;n ¼ R2m;n  a1m;n G2m;n  a2m;n B2m;n

ð11Þ

where R2m;n , G2m;n and B2m;n are the average of R2, G2 and B2 in xm,n,
respectively. Fig. 5 illustrates a schematic of guided filtering for predicting the value of Ri, j from a fixed window xm,n. For ease of comprehension, an example of how to determine {a1m,n, a2m,n, bm,n} is
shown in Fig. 6.
In the above process, the linear coefficients {a1m,n, a2m,n, bm,n}
are determined in each local window. However, a pixel at the position of (i, j) is involved in all of the overlapping windows that cover
(i, j). In our algorithm, to generate the average output of the prediction of R1, we employ the weighted average strategy [23] to calculate the prediction output as

b 1i;j ¼ a
i;j
 1i;j G1i;j þ a
 2i;j B1i;j þ b
R

ð12Þ

i;j g are
 1i;j ; a
 2i;j ; b
From (12), the weighted average coefficients fa
calculated as

(P

i;j g ¼
 1i;j ; a
 2i;j ; b
fa

m;n2xi;j W m;n

P

a1m;n

m;n2xi;j W m;n
)
P
m;n2xi;j W m;n bm;n
P
m;n2xi;j W m;n

P

;

m;n2xi;j W m;n a2m;n

P

m;n2xi;j W m;n

;

Fig. 5. A schematic of guided filtering for predicting the value of Ri,j within the window xm,n and with the guidance of other G and B channels.

ð13Þ
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Fig. 6. An example of how to determine the parameter group of {a1, a2, b} within a given window.

where the weight Wm,n is calculated based on the residual cost as

W m;n ¼ 1

.X
i;j2xm;n

ðR2i;j  a1m;n G2i;j  a2m;n B2i;j  bm;n Þ2

ð14Þ

That is, for different groups of coefficients {a1m,n, a2m,n, bm,n} on
pixel (i, j), the weight is inversely proportional to their square sum
of prediction error (SSE). A smaller SSE indicates higher trustworthiness for each group of coefficients.
Following [23,24], finally, for further improving the prediction
accuracy, a bilinear residual interpolation method can be
employed to update the prediction of R1 as

b 1 þ WðR2  R
b2Þ
e1 ¼ R
R
where W is a bilinear interpolation operator as

ð15Þ

2

3
0
1=4
0
6
W ¼ 4 1=4 1 1=4 7
5
0
1=4
0

ð16Þ

To demonstrate the better prediction performance of the proposed method, Fig. 7 lists some comparisons of PEH for R1 pixels
in some standard test images, including Lena, Baboon, and Barbara,
by using different predictors, (a) for rhombus predictor, (b) and (c)
for guided filtering predictor with and without residual interpolation, respectively. From our experiments, on most occasions, the
predictor used in (c) outperformed the ones in (a) and (b) with a
sharper PEH, such as Lena and Barbara in Fig. 7. However, for some
images with extreme textures, such as Baboon, a residual interpolation will deteriorate the prediction’s performance due to the
smooth effect for residual interpolation. Thus, for the images with
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Fig. 7. Prediction-error histograms of R1 pixels on three standard test images, i.e., Lena, Baboon and Barbara, by using different predictors: (a) for rhombus predictor, (b) for
guided filtering predictor without residual interpolation and (c) for guided filtering predictor with residual interpolation.

complex textures, the correlation between neighborhood pixels is
relatively weak, and the prediction error will increase after residual interpolation. Whether the manipulation of the residual interpolation should be executed in each channel’s embedding will be
discussed in Section 4.
Fig. 4 shows that, in order to consider reversibility, we must
define the embedding order for each layer’s embedding. In our
algorithm, we defined the embedding order as R to G to B. In the
procedure of embedding a message into the R channel, the G and
B channels are treated as guidance. However, in the procedure of
embedding in the G channel, R01 must be substituted for the
unmarked R1. Therefore, the marked R channel and the unmarked
B channel are set as guidance for prediction. Obviously, due to the
substitution of marked pixels, the linear relationship between each
channel is distorted, and the sharpness of each PEH will decrease
slightly. Even so, the performance of the proposed method still outperforms other rhombus predictor-based RDH methods, which will
be demonstrated on several standard test images in experimental
results.
4. The proposed color image RDH algorithm
As shown in Fig. 4, the embedding process is designated with
the order of R to G and finally to the B channel. The proposed
method is based on a double-layer embedding scheme, thus, the
embedding procedure is roughly separated into two rounds, and
the to-be-embedded message is divided equally into two parts,
one part for embedding the first layer and another part for embedding the second layer. Due to the similarity between the layers, we
only considered embedding the first layer as an example.
4.1. Step 1 for embedding: Prediction preprocess
4.1.1. Generation and compression of the location map
To prevent the overflow/underflow problem, following most
RDH methods, the pixels with values of 0 and 255 are modified
to 1 and 254, respectively. Then, a binary location map is generated, denoted by LM to indicate whether the pixels with values of

{1, 254} are modified from {0, 255} or not. If the former is true,
their corresponding values in LM are marked by 1, and the others
are marked by 0. Due to the redundancy in LM, the location map
is compressed further by a lossless compression algorithm; specifically, we used an arithmetic coding in our method. The compressed location map is denoted by LMC with the length of lLMC.
4.1.2. The constitution of the auxiliary information
In order to extract the message and recover the cover image
without distortion, some auxiliary information must be embedded
in the cover image. As is done in most RDH methods, this auxiliary
information is embedded by substituting the LSBs of the pixels in
the first row of each color channel. For each channel, the auxiliary
information to be embedded includes:
– The length of location map lLMC (18 bits).
– The optimal payload partition proportion for each channel (7
bits), denoted by PR, PG and PB for red, green and blue channel,
respectively, which will be introduced in Subsection 4.1.3.
– The residual interpolation flag (1 bit) which will be introduced
in Step 2.
– The left and right optimal embedding bins {a, b} (3 + 3 = 6 bits),
which will be discussed in Step 3.
– The length of message lm (20 bits). Note that lm is only transferred as an auxiliary information for the last embedding, i.e.
the embedding of B2 pixels.
Therefore, besides B2, a total of 32-bit auxiliary information of
each channel is generated for blind extraction and recovery. To
transfer the auxiliary information, the first 32 bits (except for B2
with 52 bits) of the LSBs in each channel are replaced by the auxiliary information. For lossless recovery of the original image, the
entire to-be-embedded message is composed of three parts, i.e.
the partitioned message, compressed location map LMC, and the
LSBs of the first row in each channel. Note that, due to the difference in the length of location map, the length of the entire message
for each image varies according to the intensity histogram of each
channel.
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4.1.3. Payload partition
As demonstrated in [21], each color channel shows the discriminate properties due to the different distribution of PEH, and they
should be adaptively embedded with different capacities. How to
partition the payload into three parts is an issue to be considered
in our method. Let the proportion of to-be-embedded payload for
RGB channels be PR, PG and PB, respectively, and their corresponding embedding distortion be DR, DG and DB, respectively. The issue
of payload partition is transferred to following optimization
problem.



minimize DR þ DG þ DB
subject to P R þ PG þ PB ¼ X

ð17Þ

where X is set at 100 in our experiments, and {PR, PG, PB} are
restricted to integers to simplify the calculations. Obviously, the
decision of the values of {PR, PG, PB} is extremely difficult for the following two reasons. First, DR, DG, and DB are decided by the embedding parameters, {a, b, and T}; in other words, their corresponding
distortions will vary with the change of parameters, and, thus, an
exhaustive search is inevitable to minimize distortion. Second, as
illustrated in Fig. 4, for the demand of reversibility, message embedding is executed in a defined order, and the former marked channels
will act as the reference channels for later channel predictions, e.g.,
marked R1, G1 pixels are involved in the prediction of B1. Since the
partition of the payload is an up-front process for RDH, we have
to use essentially all of the original pixels as our references to
replace the marked channels, which have yet to be generated.
For ease of optimization and reduction of time, a simple payload
partition scheme is used here. Specifically, a simple rhombus prediction error of each pixel pi,j is computed by:

~ei;j ¼ pi;j  bðpi1;j þ piþ1;j þ pi;j1 þ pi;jþ1 Þc

ð18Þ

where {pi1,j, pi,j1, pi+1,j, pi,j+1} are the nearest above, left, bottom,
right pixels for pi,j, respectively. Then, the PEHs for three channels
are counted, respectively, and denoted by hR, hG, and hB, and, for
many color images, each PEH shows a distinct difference from the
others, especially in the peak bins, i.e., the range of prediction error
between 1 and 1. Compared to a flatter PEH, a sharper PEH with
higher peak bins indicates a higher capability to embed more bits
with a specified distortion and generate less distortion with a
required capacity. Thus, the embedding proportions {PR, PG, PB} in
our method are determined by the proportions of their corresponding histogram peak values as
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4.2. Step 2 for embedding: Pixels prediction using guided filter and the
exhaustive seeking for optimal parameters
All pixels in the first layer are predicted with the order of R1 to
G1 to B1. Taking the prediction of R1 for example here, all pixels in
R1 are predicted from R2, G1, G2, B1, and B2 by using the guided filtering technique according to Eqs. (7)–(14), which have been presented in Section 3. The local complexity of the pixel at (m, n) is
defined as the inverse of the weight, Wm,n, according to (14), where
a larger value for Wm,n indicates a smaller deviation for linear
regressions from neighboring pixels. It should be emphasized again
that, for each channel prediction, if there are some marked channels, we should replace their corresponding original channels with
the marked channels.
If we assume that R1 has been predicted and is denoted by R^1 ,
optimal embedding bins {a, b} and complexity threshold T must
be determined before PEH can be modified. Then, a distortion minimization criterion is established according to (4), and an exhaustive search is executed to seek the tentative optimal parameters.
To reduce the seeking complexity, we set a and b in the range of
[7, 0] and [0, 7], respectively, where both a and b cannot be 0
simultaneously. Denote the tentative optimal parameters as
^ T
b g and record their corresponding distortion, denoted by D^R1 .
^; b;
fa
As introduced in Section 3, the prediction performance can be
improved by a bilinear residual interpolation according to (15)
for most occasions except for some texture images, such as Baboon.
To decide whether to execute the interpolation operation, a residual interpolation on R^1 is executed according to (15) and denoted
e 1 . Based on R
e 1 , seek the optimal embedding parameters
by R
~ T
e g with the distortion minimization criterion as well, and
~; b;
fa
e R1 . Therefore, set a
record their minimal distortion, denoted by D
residual interpolation flag bit as one part of the auxiliary information to indicate whether to execute the interpolation operation in
the embedding and extraction processes. Specifically, if D^R1 is
e R1 , i.e., the prediction performance has been
greater than D
improved by residual interpolation, the flag is set to ‘‘1”, and the
~ are set as auxiliary information; otherwise, the
~; bg
parameters fa

^ are set to be auxiliary information. To
^; bg
flag is set as ‘‘0” and fa
reduce the length of the location map further, it can be updated
by eliminating the impossible overflow/underflow occasions, i.e.,
all ‘‘0 s” in the case of prediction-error ek > a and all ‘‘255 s” in
the case of ek < b.

4.3. Step 3 for embedding: Embedding the message by the OA-PEE
scheme

Therefore, for a given {PR, PG, PB} in first layer embedding, we
partition the half message into three parts as

8
>
>
< lm2 ¼
lm3 ¼
>
>
:l ¼
m1
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ð20Þ

 lm2  lm3

where {lm1, lm2, lm3} denote the partition lengths of message for RGB
channels, respectively.

Modify all selected pixels controlled by the optimal parameters
{a, b, T} according to Eq. (2). Specifically, for pixels that have complexities that are less than or equal to T and PEH belongs to a or b,
embed a data bit by expansion. While for pixels with PEHs smaller
than a or larger than b, shift the pixel by plus 1 or minus 1, respectively. Otherwise, the remaining pixels are not modified.

4.4. Step 4 for embedding: Process after embedding
Embed the auxiliary information in the LSBs of the first rows of
the corresponding channels and end the single layer embedding.
For extracting data and recovering the cover image, as an
inverse of the embedding procedure, the message is extracted with
the order of second to first layer, B to G, and, finally, to the R channel. Also, considering the example of the extraction of the message
from R01 , all other messages can be extracted in a similar manner.
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4.5. Step 1 for extraction: Extracting the auxiliary information
Extract the first 32 LSBs of the first-row pixels in each channel
(except for B02 with 52 LSBs) as the extraction and recovery auxiliary information, where the parameters {a, b} for each channel
are obtained, respectively. The size of the embedding payload
and the length of compression of the location map for each channel
also are obtained from the auxiliary information.
4.6. Step 2 for extraction: Extracting the message and restoring the
prediction error
Extract the hidden data and recover the B, G, R channels
sequentially. For the extraction from R01 , first predict R1 by using

the guided filtering predictor according to Eqs. (7)–(14) with the
guidance of R2, G1, G2, B1, and B2, all of which have been recovered
without distortion. Then, generate the marked prediction-error
histogram. Measure the local complexity of each marked pixel
according to its neighboring pixels and reference channels according to Eq. (14). Note that the metrics of complexity in this step
should be exactly the same as Step 2 in the embedding procedure.
Next, the complexity threshold T can be decided according to the
values of a and b and the length of the payload for each channel.
For each marked pixel for which its prediction-error belongs to
{a  1, b + 1} and the complexity is smaller than or equal to T,
extract a message bit ‘‘1”, while, for a pixel with prediction-error
belongs to {a, b} and complexity 6T, extract a message of ‘‘0”.
The restoration of the prediction-error is executed according to

Fig. 8. Comparison of the performances of the proposed method and other RDH methods, including methods dedicated to color images [20,21] and ordinary gray-scale image
RDH methods [14,15].
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Eq. (5). According to the length of the location map from auxiliary
information, separate the entire extracted message into three
parts, i.e., pure message, location map, and 32 bits (except for
recovery of B2 with 52 bits) of LSBs from the first row of each
channel.
4.7. Step 3 for extraction: Restoring of the cover image
Restore the original cover pixel by a sum of restored predictionerror and its prediction by guided filtering. Use LSB replacement to
recover the first 32 pixels (except for B2 with 52 bits) in the first
row of each channel and restore the overflow and underflow locations by the decompressed location map, i.e., if the pixel is 1 (or
254) in the occasion of ek 6 a (or ek P b) and its corresponding
mark in the location map is ‘‘1”, the value will be recovered as 0
(or 255), respectively.
5. Experimental results
In this section, the proposed method is evaluated by comparing
it with two state-of-the-art color-image RDH methods presented
by Li et al. [20] and Ou et al. [21]. In [20], the complexity of the
neighboring channel was treated as a reference to control the prediction scheme of each pixel, and for [21], the pixels in the reference channel were utilized to optimize the payload partition and
reduce the distortion of the PEH modification. As a highlight of
the proposed method, the performance of PEH generation and
modification are both improved with the assistance of reference
channels, as demonstrated in the following experiments.
The comparison of the performances of the proposed method
and the methods in [20,21] is presented in Fig. 8, where six standard 512  512-sized color images are used in our experiments,
i.e., Lena, Baboon, Airplane, Barbara, House, and Peppers. In addition, the comparison with two state-of-the-art gray-scale image
RDH methods, proposed by Li et al. [14] and Ou et al. [15], are also
included in Fig. 8. Note that, for our method, following most low
distortion RDH methods, such as [14,21], the maximum modification of a pixel in the embedding process is set at 1, thus, our performance analysis focuses mainly on a lower embedding capacity
situation. The embedding capacities varies from 20,000 bits to
the maximum with a step size of 5000, except for Baboon, which
has a step of 2000 bits due to the lower embedding capacity. The
peak signal-to-noise ratio (PSNR) for color image pair is used for
evaluating the distortion from data embedding. The PSNR of a
marked color image, denoted by I0 , with respect to its corresponding original image, denoted by I, is defined as

PSNRðI0 ; IÞ ¼ 10log10

2552  3  M  N
PR;G;B PM1 PN1 0channel
 Ichannel
i;j
i¼0
j¼0 Ii;j
channel¼

2

ð21Þ

where I0channel
and Ichannel
denote the pixel value at position (i, j) in the
i;j
i;j
designated color channel of I0 and I, respectively, and I0 and I both of
size M  N.
Compared with existing methods [14,15,20,21], from Fig. 8, our
method exhibits better performance with higher PSNRs in most
occasions, especially for the images of Lena, Baboon, Airplane,
and Barbara, for which almost all PSNRs are greater than those in
the references with any available capacity. For the image of House,
our performance is slightly lower than [14,21] in the middle range
of the capacities. While for the low-capacity occasions in Peppers,
our performance is somewhat worse than [15,21]. Since the performance of our method is dominated by the precision of the guided
filtering predictor, which has an apparent advantage over the
channel-independent rhombus predictor for most occasions, especially for images with complex textures. However, for some
smooth-texture images, our channel-dependent predictor may no
longer possess any distinct superiority. Another reason for the
slightly lower parts shown in House and Peppers is that the payload partition scheme used in [21] was a distortion
minimization-based, exhaustive search method. While for ours,
to save time, a simplified payload partition is used to compare
the peak values in the PEH of each channel, and, obviously, this
simplification comes at the expense of the deterioration of the partition and embedding efficiencies.
For a clearer comparison, Table 1 lists the PSNRs of the marked
images with the fixed capacities of 50,000 and 100,000 bits. Table 1
indicates that the average PSNRs of all six images with the capacity
of 50,000 by [20,21,14,15] and our method are 55.51, 56.64, 56.62,
56.52 and 57.58 dB, respectively. For the capacity of 100,000, the
averages of the four available images are 53.96, 54.87, 54.82,
54.00 and 55.66 dB, respectively. It should be noted that for
Baboon, the message with the required capacity of 100,000 cannot
be embedded by all the methods except for [20]. The reason for this phenomenon is that for our methods, which are
designed for the aim of low distortion, the maximum distortion
for each pixel is set at 1, while for [20], the maximum distortion
can be adaptively extended according to the designated capacity.
Actually, the capacity for our method can be improved by setting
the maximum distortion as 2 or more larger integers. For the similar reason, the capacity of 100,000 also cannot be embedded
entirely by [14,15]. Compared with [20,21,14,15], our average
gains in PSNR are 2.07, 0.94, 0.96 and 1.06 dB, respectively, for

Table 1
Comparison of the performances on six standard images between the proposed method and other RDH methods of [14,15,20,21] with the required capacities of 50,000 and
100,000 bits, respectively. The best result for each image is shown by boldface, and ‘‘n/a” stands for unavailable to fulfill the required capacity.

a

Image (capacity)

Li et al. [20]

Ou et al. [21]

Li et al. [14]

Ou et al. [15]

Proposed

Lena (50,000)
Baboon (50,000)
Airplane (50,000)
Barbara (50,000)
House (50,000)
Peppers (50,000)
Average (50,000)

54.63
50.87
58.55
55.69
60.71
52.60
55.51

56.23
50.83
60.13
57.01
61.63
54.03
56.64

56.72
51.17
60.09
57.52
61.74
52.50
56.62

56.65
49.26
60.17
56.63
62.04
54.38
56.52

57.33
52.37
60.64
59.38
61.74
54.04
57.58

Lena (100,000)
Baboon (100,000)
Airplane (100,000)
Barbara (100,000)
House (100,000)
Peppers (100,000)
Averagea (100,000)

51.32
44.77
55.16
52.41
56.93
48.18
53.96

52.41
n/a
56.38
52.96
57.72
49.60
54.87

52.18
n/a
56.34
52.76
58.01
n/a
54.82

52.01
n/a
55.78
51.02
57.18
n/a
54.00

53.17
n/a
56.75
55.41
57.32
50.02
55.66

Except for Baboon and Peppers.
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are asymmetric, i.e., there is a remarkable characteristic of excessive distribution in the high-intensity end for both of them, which
is marked by purple arrows in Fig. 9(b) and (d), respectively. To
improve the performance of this kind of high-intensity or
low-intensity images, an adaptive, single-direction PEE method
can be applied. For example, if the cover image is overexposed,
the PEH is suggested to shift merely along the direction of
low-intensity. In comparison to Eq. (2), the prediction-error can
be modified as

the capacity of 50,000, and for the capacity of 100,000, our average
gains are 1.70, 0.79, 0.84 and 1.66 dB, respectively.
To further demonstrate the superiority of the proposed method,
24 color images from a Kodak image database are selected as cover
images for performance comparisons, and all of the images have
the sizes of 512  768 or 768  512. Following [21], given a fixed
embedding capacity of 50,000, Table 2 lists the comparison of
PSNRs between the proposed scheme and the schemes in [20,21].
Table 2 indicates that almost all of our PSNRs are distinctly greater
than those of [20,21] except for the images of kodim20 and
kodim24, which are shown in Fig. 9(a) and (c), respectively. Their
corresponding histograms are shown in Fig. 9(b) and (d),
respectively. Fig. 9 shows that both of the histograms obviously

8
if ek > a
>
< ek
e0k ¼ ek  w if ek ¼ a
>
:
ek  1 if ek < a

ð22Þ

Table 2
Performance comparison for Kodak image dataset between the proposed method, Li et al. [20] and Ou et al. [21] for a fixed capacity of 50,000 bits. The best result for each image is
shown by boldface.
Image

Li et al. [20]

Ou et al. [21]

Proposed

Image

Li et al. [20]

Ou et al. [21]

Proposed

kodim01
kodim02
kodim03
kodim04
kodim05
kodim06
kodim07
kodim08
kodim09
kodim10
kodim11
kodim12

52.83
59.36
61.25
59.65
53.70
56.42
60.78
56.44
57.96
58.51
60.19
59.31

60.32
60.51
62.08
61.03
59.78
60.90
61.81
58.12
60.68
60.51
62.25
61.05

63.94
63.87
63.59
64.05
63.40
63.07
64.12
62.35
64.21
63.99
64.04
62.41

kodim13
kodim14
kodim15
kodim16
kodim17
kodim18
kodim19
kodim20
kodim21
kodim22
kodim23
kodim24
Average

54.76
54.38
59.82
60.81
58.45
51.74
56.14
56.40
56.85
56.03
60.49
57.24
57.48

58.33
60.35
60.79
61.56
60.86
59.03
60.20
60.35
60.08
59.76
60.96
62.14
60.56

62.48
63.97
62.70
64.23
64.18
63.36
63.94
54.61
63.87
63.69
63.72
60.11
63.08

kodim20

6
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Green
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4
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2
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0
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0
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200
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kodim24

5
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Blue
Green
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4

10
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1
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0

10

0
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100
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200

255

Intensity

(c)

(d)

Fig. 9. Two images in Kodak images database with lower PSNRs than Ou et al. [21], where (a) and (c) are images of kodim20 and kodim24, respectively, (c) and (d) are their
corresponding color histograms. Both of them has the characteristic of excessive distribution in the high-intensity end.
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Table 3
Comparison of the performances on six standard images between the proposed
adaptive partition scheme and ordinary equal partition with the required capacities of
30,000 and 60,000 bits, respectively. The best result for each image is shown by
boldface.
Image (capacity)

Equal partition
scheme

Proposed adaptive
partition scheme

Lena (30,000)
Baboon (30,000)
Airplane (30,000)
Barbara (30,000)
House (30,000)
Peppers (30,000)
Lena (60,000)
Baboon (60,000)
Airplane (60,000)
Barbara (60,000)
House (60,000)
Peppers (60,000)
Average

59.85
56.40
63.21
62.07
64.06
56.32
56.00
50.54
59.36
58.30
60.36
52.99
58.29

60.10
56.84
63.28
62.12
64.19
56.54
56.27
50.82
59.63
58.36
60.48
53.11
58.48

By operating this kind of single-direction PEH modification,
there is no any overflow problem in the embedding procedure.
Thus, the massive location map codes can be avoided to reduce
the total amount of to-be-embedded bits. Consequently, for the
Kodak database, our average PSNR is 63.08 dB, and this value is
5.60 dB greater than [20] and 2.52 dB greater than [21].
Finally, to demonstrate the efficiency of the proposed adaptive
payload partition scheme proposed in Eq. (19), the PSNR comparisons between the ordinary equal partition scheme and the proposed scheme for six standard images with the capacities of
30,000 and 60,000 bits are listed in Table 3. It can be observed from
Table 3 that, almost all of the PSNR values partitioned by our
scheme are slightly greater than their corresponding values by
equal partition. Thus, the average PSNR of the proposed scheme
is 58.48 dB, which is 0.19 dB greater than that of the equal partition scheme.

6. Conclusions
In this paper, an efficient, low-distortion, color image RDH
algorithm is proposed based on the guided filtering technique
and an adaptive PEE embedding scheme. Compared with existing color-image RDH methods, inter-channel correlation has
been better exploited during the stages of both pixel prediction
and PEH modification. In addition, a simple and efficient adaptive payload partition scheme is also employed to improve the
entire embedding performance. First, the entire payload is partitioned adaptively into six segments according to the peak
value of each pre-generated PEH, and, next, the pixels in the
current channel are predicted by an extended guided filtering
predictor, which regards the pixels in other channels as guidance and establishes a linear assumption model from the guidance to the current channel. Then, the optimal coefficients are
sought by the Laplacian minimization criterion. Finally, an
adaptive AO-PEE scheme can be used for selecting optimal
embedding bins and the complexity threshold to minimize total
distortion. The experimental results have demonstrated that the
proposed method provided better image quality than the stateof-the-art methods.
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